MOFFIEFF E—InlineHookE—f&
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Ay

1[[1g

AL THE LA Z B M InlineHook, EbaDobby, SandHook,
ShadowHook, XEBF—?

EAXLEhook KL HEIMB AKAIH, NHIERE, LFHRERS, UKL
EXf InlineHookt ML ™ &, BALETRRE, MKE—1, MEMERER
A, MEFEIE, FEXRIREW

BREXRMXEFERICEAAIE, AEEHEIE, MUKEAE—LLRMEBHARR
EA— P AFHR, HREMN_LEFInlineHookMIRIE,

SERUIMB #Btk: https://github.com/jiqiu2022/ReZeroHook

BRIAW N DX, E0XRETEFENhook, newhookZ#H% Nhook, EZEFF
R,

ERIDRES, TUENHRE MRS
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ERRERMIhook func

&= Jiqiu2022 committed 17 hours ago

Mixhook openii@id

= Jiqiu2022 committed 18 hours ago

BEFEFRSRDR =

= Jiqiu2022 committed 18 hours ago

hook5ERiE, BRAFFRITRIER, FHEEAR

&= Jiqiu2022 committed 19 hours ago

BT TERERBNAR =

&= Jiqiu2022 committed 19 hours ago

I T HFRISRIEE =

&= Jiqiu2022 committed yesterday

LIET spEKIIEE, BTFIERER, EFRMspTH

= Jiqiu2022 committed yesterday

BE T ICRIESERIIHRNEE, FESSTTE, FReE

&= Jiqiu2022 committed yesterday

> Commits on Dec 2, 2024

BEARAHRIRE, BRALCHIR

&= Jiqiu2022 committed 2 days ago

RWCHENTFUF =

&= Jiqiu2022 committed 2 days ago

AIMBEEARTEE, ilEERENEAM, RERERNE TR EENE,
BREAMEREUETE

AFTLRXL2EREXE, RAERT —E8% 7T, BiFEHcEK—T

2L

RLithttps://github.com/zhuotong/Android_InlineHooki2 s 1, RE
MBRET, BRIEEEMW, BREBEXFTRHIAHNDK (ZEIREEE
NDK20) H#1EE|T Cmakefmi® (RBEArm64)

Riifthttps://github.com/bytedance/android-inline-hooki2 it T IESEEMN R
B
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SR B T #E F 2 =ZInlineHook

f+ 24 ZElnlineHook, RIERRMEBLEE (15F) WILKCHEESED, RS
BEEIZA] B CRREELE L.

IR AEBRERAIIE, NEREAEHE, TEXNSTERHESH,
I:IEi}ILifEEo

InlineHookMIE—#>, HFFRKRIREZIB CHIKEI L

2N F:
tbilopent®#y, FHAIEFMHUE

ibc.so open:
0x71002h4910 : sp, sp, #0x130
0x71002h4914 : x29, x30, [sp, #0xe0]
0x71002h4918 : x29, sp, #0Oxel
0x71002h491c : x28, [sp, #0xf0]

RIPUSSC RIS < 22X 1K), Ll Thook/=:
TR T

libc.so open:

Ox71002b4910 <+0>: 1dr x17, 0x71002b4918 ; <+8>
Ox71002b4914 <+4>: hr x17
0x71002b4918 <+8>: .long 0x08%db010 ; unknown

Ox71002b4%1c <+12>: #0Ox71

udf
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AR ABRZA—EEROXERES, AAXEESEGEEENT

FE-LEBIEHHRNAEFERIX17, L2 EEIX17
EoMEARAZLRES, SEMENRERINMHE, BN BIRET16FT
WIANRM BT ARk F TR/ DBk, AXENEHRERBMR, 1EEA]
& EfridalBEkik 21 AR

L1DC.50:¥YYUUvy/ /1994L0910

libc.s0:00000077994C6910 _77AB631400 ; CODE XREF: .open
libc.50:00000077994C6910 ; DATA XREF: .got.
libc.50:00000077994C6910 LDR X16, =sub_77AB631400
libc.s0:00000077994C6914 BR X16 ; sub_[77AB631400
libc.s0:00000077994C6914 ; ———————————————— == =====
Tihr_cn:0NANARTTO0ACROTR aff 77004CA01R NCN <uh 77ARAR14AA + NATA XRFF: 77AF

BB IRfridafI kiR ER %~
BREEEEA] B E XRIRE 2 [FIe?

InlineHookIEZ ¥, (REFHAIRIBFAIEHNESEFSIR
i@ Fpre_hookcallback

BREMPLEFESRE? REENEEESX0-X30(EE TIr Irft 2&x30) AT LUKHF
M IREsp(HARUMERTFEFLIETE 7) NZCVIRESTEFS UKQRIFFES
(A BB RE)

L FHANTEEfrida@ EAMAY

JS

ebug238:00000077AAE20004 STP Q30,
Q31, [SP,#-32]!

debug238:00000077AAE20008 STP Q28,
Q29, [SP,#-32]!

debug238:00000077AAE2000C STP Q26,
Q27, [SP,#-32]!

debug238:00000077AAE20010 STP Q24,
Q25, [SP,#0x70+var_90]!

debug238:00000077AAE20014 STP Q22,
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Q23, [SP,#0x90+var_BO]!

debug238:00000077AAE20018
Q21, [SP,#0xBO+var_DO]!

debug238:00000077AAE2001C
Q19, [SP,#0xDO+var_FO]!

debug238:00000077AAE20020
Q17, [SP,#0xFO+var_110]!

debug238:00000077AAE20024
Q15, [SP,#0x110+var_130]!
debug238:00000077AAE20028
Q13, [SP,#0x130+var_150]!
debug238:00000077AAE2002C
Q11, [SP,#0x150+var_170]!
debug238:00000077AAE20030
Q9, [SP,#0x170+var_190]!

debug238:00000077AAE20034
Q7, [SP,#0x190+var_1B0O]!

debug238:00000077AAE20038
Q5, [SP,#0x1BO+var_1D0O]!

debug238:00000077AAE2003C
Q3, [SP,#0x1DO+var_1F0]!

debug238:00000077AAE20040
Q1, [SP,#0x1F0+var_210]!

debug238:00000077AAE20044
X30, [SP,#0x210+var_220]!
debug238:00000077AAE20048
X28, [SP,#0x220+var_230]!
debug238:00000077AAE2004C
X26, [SP,#0x230+var_240]!
debug238:00000077AAE20050
X24, [SP,#0x240+var_250]!
debug238:00000077AAE20054
X22, [SP,#0x250+var_260]!
debug238:00000077AAE20058
X20, [SP,#0x260+var_270]!
debug238:00000077AAE2005C
X18, [SP,#0x270+var_280]!
debug238:00000077AAE20060
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STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

STP

Q20,

Q18,

Q16,

Q14,

Q12,

Q10,

Q8,

Q6,

Q4,

Q2,

Qo,

X29,

X27,

X25,

X23,

X21,

X19,

X17,

X15,



X16, [SP,#0x280+var_290]!

debug238:00000077AAE20064 STP X13,
X14, [SP,#0x290+var_2A0]!

debug238:00000077AAE20068 STP X11,
X12, [SP,#0x2A0+var_2B0]!

debug238:00000077AAE2006C STP X9,

X10, [SP,#0x2BO+var_2C0]!

debug238:00000077AAE20070 STP X7,

X8, [SP,#0x2C0+var_2D0]!

debug238:00000077AAE20074 STP XS,

X6, [SP,#0x2D0+var_2E0]!

debug238:00000077AAE20078 STP X3,

X4, [SP,#0x2EOQ+var_2F0]!

debug238:00000077AAE2007C STP X1,

X2, [SP,#0x2F0+var_300]!

debug238:00000077AAE20080 MRS X1,

NZCV

debug238:00000077AAE20084 STP X1,

X0, [SP,#0x300+var_310]!

debug238:00000077AAE20088 ADD X0,

SP, #0x310+arg_0

debug238:00000077AAE2008C STP XZR,
X0, [SP,#0x310+var_320]!

debug238:00000077AAE20090 STR X30,
[SP,#0x320+var_8]

debug238:00000077AAE20094 STR X29,
[SP,#0x320+var_10]

debug238:00000077AAE20098 ADD X29,
SP, #0x320+var_10

debug238:00000077AAE2009C MOV X1,

SP

debug238:00000077AAE200A0 ADD X2,

SP, #0x320+var_218

debug238:00000077AAE200A4 ADD X3,

SP, #0x320+var_10
N2 ERFR? EAERBOUARARWREAT pre_hookcallback 5¢&E 7K
#UERE1AMpost_hookcallback, BEINEERSRERNETFE SR
#BRBTo
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wERENF, WEE— TR
JS

uinté4_t test(int a, int b, int c,int d) {
return a+b+c+d;

XN REEEAE T x0-x3

AR B A TEpre_hookcallbackiBF TIEERE, SRFx0&FF2y, WRREH
B, BBAXONEERFGE, SEABINTERNREF, EHEFRS

A NG REFEFRRFEIME?

frida@ EAME? fridaB BEERFIEEFEHREANTRR, REERINFEL,
R
mitdE (EALER L)

JS

debug238:00000077AAE200B4 ADD SP,
SP, #0x10

debug238:00000077AAE200B8 LDP X1,
X0, [SP+0x310+var_310],#0x10

debug238:00000077AAE200BC MSR NZCV,
X1

debug238:00000077AAE200C0 LDP X1,
X2, [SP+0x300+var_300],#0x10

debug238:00000077AAE200C4 LDP X3,
X4, [SP+0x2F0+var_2F0],#0x10

debug238:00000077AAE200C8 LDP XS,
X6, [SP+0x2EQ+var_2E0],#0x10

debug238:00000077AAE200CC LDP X7,
X8, [SP+0x2D0+var_2D0],#0x10

debug238:00000077AAE200D0 LDP X9,

X10, [SP+0x2CO+var_2C0],#0x10
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debug238:00000077AAE200D4
X12, [SP+0x2B0+var_2B0],#0x10
debug238:00000077AAE200D8
X14, [SP+0x2A0+var_2A0],#0x10
debug238:00000077AAE200DC
X16, [SP+0x290+var_290],#0x10
debug238:00000077AAE200EQ
X18, [SP+0x280+var_280],#0x10
debug238:00000077AAE200E4
X20, [SP+0x270+var_270],#0x10
debug238:00000077AAE200ES8
X22, [SP+0x260+var_260],#0x10
debug238:00000077AAE200EC
X24, [SP+0x250+var_250],#0x10
debug238:00000077AAE200F0
X26, [SP+0x240+var_240],#0x10
debug238:00000077AAE200F4
X28, [SP+0x230+var_230],#0x10
debug238:00000077AAE200F8
X30, [SP+0x220+var_220],#0x10
debug238:00000077AAE200FC

Q1, [SP+0x210+var_210],#0x20
debug238:00000077AAE20100

Q3, [SP+0x1F0+var_1F0],#0x20
debug238:00000077AAE20104

Q5, [SP+0x1DO+var_1D0],#0x20
debug238:00000077AAE20108

Q7, [SP+0x1BO+var_1B0],#0x20
debug238:00000077AAE2010C

Q9, [SP+0x190+var_190],#0x20
debug238:00000077AAE20110
Q11, [SP+0x170+var_170],#0x20
debug238:00000077AAE20114
Q13, [SP+0x150+var_150],#0x20
debug238:00000077AAE20118
Q15, [SP+0x130+var_130],#0x20
debug238:00000077AAE2011C
Q17, [SP+0x110+var_110],#0x20
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LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

LDP

X11,

X13,

X15,

X17,

X19,

X21,

X23,

X25,

X27,

X29,

Qo,

Q2,

Q4,

Q6,

Q8,

Q10,

Q12,

Q14,

Q16,



debug238:00000077AAE20120
Q19, [SP+OxFO+var_FO0],#0x20
debug238:00000077AAE20124
Q21, [SP+0xDO+var_DO],#0x20
debug238:00000077AAE20128
Q23, [SP+0xBO+var_BO],#0x20
debug238:00000077AAE2012C
Q25, [SP+0x90+var_90],#0x20
debug238:00000077AAE20130
Q27, [SP+0x70+var_70],#0x20
debug238:00000077AAE20134
Q29, [SP+0x50+var_50],#0x20
debug238:00000077AAE20138
Q31, [SP+0x30+var_30],#0x20
debug238:00000077AAE2013C
X17, [SP+0x10+var_10],#0x10
debug238:00000077AAE20140

LDP Q18,
LDP Q20,
LDP Q22,
LDP Q24,
LDP Q26,
LDP Q28,
LDP Q30,
LDP X16,
RET X16

EMIR T B ERIUEAL TG, AT IR BREA L Bk R R 2 spRIEZE —
B, URENTREERNERAT, (RAUREsp, EERZAIRE (R

=, RARG

HRE AR —1F, FE—DEWESR, HIHIhooktERZ EAMAT?

¢ // BINFFHREMEEX

struct RegisterContext {

vinté4_t x[31];
vuinté4_t sp;
vinté4_t pc;
slnté4a_t pstate;

// X0-X30

// Stack Pointer
// Program Counter
// Processor State

AREREVEARIE, REEEHEANGERES (QRIFFRLLE

N):

9/27



ARMASM

// ®R1FEZFTFE23%E] HookInfo->ctx
ldp x0, x1, [sp], #0x10 /] "WEx16,x17
stp x0, x1, [x16, #128] // REFEFEEx16,x17
/] MmEX0, x13IGH F 1783
ldp x0, x1, [sp], #06x10 /] M Em#EFRIEX0, x1
/] REMRESEFaEctx
stp x0, x1, [x16, #0]
stp x2, x3, [x16, #16]
stp x4, x5, [x16, #32]
stp x6, x7, [x16, #48]
stp x8, x9, [x16, #64]
stp x10, x11, [x16, #80]
stp x12, x13, [x16, #96]
stp x14, x15, [x16, #112]
stp x18, x19, [x16, #144]
stp x20, x21, [x16, #160]
stp x22, x23, [x16, #176]
stp x24, x25, [x16, #192]
stp x26, x27, [x16, #208]
stp x28, x29, [x16, #224]
str x30, [x16, #240]

EFERREEETENEDH, EARITKRAEE (UARSEFNDX, A%

kfEF, EAtERRTE)

pre_hookcallbacklii# B X i 2 E A Ahook ZHIRIEIEREL, 7®
EEBEFRIT, BRSHRELRENETEHFFHRT

AMEE R
ARMASM

// iAApre_callback

sub x0, x16, #0x30 // HooKInfofERE— 5%k
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1dr x17, [x0] // tn#Eipre_callbackiXIgst
blr x17 // J@Hpre_callback

BAAFE R ENMEI T EA, EXERNTAI IR EF 7, BiETes
C++

/] BRANFF2RFTENEIER R
void default_register_callback(HookInfo *info) {

RegisterContext *ctx = &info->ctx;

LOGI("Register dump:");

for (int 1 = 0; i < 31; i++) {
LOGI("X%d: 0x%L1lx", i, ctx->x[i]);

2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I Register dump:
2024-12-04 17:00:24.004 17504-17504 jiqiuv2021 com.example.inlinehookstudy I X0: 0x1

2024-12-04 17:00:24.004 17504-17504 jigqiu2021 com.example.inlinehookstudy I X1: 0x2

2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X2: 0x3

2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X3: Ox4

2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X4: 0x7fec5cOebd
2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X5: 0x192f5ea
2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I Xé6: 0x10

2024-12-04 17:00:24.004 17504-17504 jigiu2021 com.example.inlinehookstudy I X7: OX7F7f7f7f7f7f7F7F
2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X8: 0xb40000703d566c00
2024-12-04 17:00:24.004 17504-17504 jigiu2021 com.example.inlinehookstudy I X9: 0xfldf82edf9a42528
2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X10: 0x2

2024-12-04 17:00:24.004 17504-17504 jigiu2021 com.example.inlinehookstudy I X11: oxfffffffffffffffd
2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X12: 0x7fec5c0fdO
2024-12-04 17:00:24.004 17504-17504 jigiu2021 com.example.inlinehookstudy I X13: 0xlc

2024-12-04 17:00:24.004 17504-17504 jigqiu2021 com.example.inlinehookstudy I X14: Bx7fec5c2318
2024-12-04 17:00:24.004 17504-17504 jiqiu2021 com.example.inlinehookstudy I X15: 0x50672671377
aNN/_19_-0/ 17-00-9/ AN/ ATEN/L_ATEN/ S5a509091 anam avamnla dnldinahanbietudu T VL. OvINLINE~AEAQ

InlineHookME =¥, MEFFR, BERKS, ARARE
BRI &Y

EARIEM T KRZRRE, bl

ARMASM

sub x0, x16, #0x30 // iz@%;.’wxlé X0F 728
ldr x17, [x0] /] XEBETSRTX1ITSIFR
blr x17 /] XESRT X305 F
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BINFEIECENFEENTFRER, AT ERRERN

ARMASM

ldr x16, _twojump_start //EZZEMAFithE
add x16, x16, #0x30 //itELE{ActxlR
/] WMERES1EE tbAfEhookBEBNRT, XBEMERET

ldp
1dp
ldp
1dp
1dp
1dp
1dp
1ldp
1dp

X0,
X2,
x4,
X6,
x8,
x10,
x12,
x14,
x18,
x20,
X22,
x24,
x26,
x28,
x30,
x16,

x1, [x16, #0]
x3, [x16, #16]
x5, [x16, #32]
x7, [x16, #48]
x9, [x16, #64]
x11, [x16, #80]
x13, [x16, #96]
x15, [x16, #112]
x19, [x16, #144]
x21, [x16, #160]
x23, [x16, #176]
x25, [x16, #192]
x27, [x16, #208]
x29, [x16, #224]
[x16, #240]

x16, #0x30

e T IMERBUE, BTHRIEhookIEREIMIT T

FE—ThsKI:
IEZ A& IS EREI#Rhook K ¥y, AEBKEEMIT
R R AR ER TR

ARMASM

/] TERIRERE

1ldr

x17,

[x16, #16] [/ PR R bk

12727



blr x17
[/ XEXOBELEREET

FTUERITEREE R 2R EIHATRNC RIS
EMITERNRE, FAMRBhookEMZEZEIERITH (KEDEEXHF)
SREFR, BERRAILEE-T

op

o
g

REDENESHIT, REHEFEENEH(+16FTHHMUE)

BE_MSLIS REE B E I
At AHIEEBE, EAE—ERNKRECEMNHRpc R, FATHE

THESHNNE

ARMASM

enum class ARM64_INS_TYPE {
UNKNOW, [/ T TEEIMNIFTEIES

ADR, //
ADRP, //
B, //
BL, //
B_COND, //

CBZ_CBNZ, //
TBZ_TBNZ, //
LDR_LIT, //

fzal
fzal
fzan
fzal
fzan
fzal
fzal
fzan

XN RpclEt & R AR

ARMASM

ADR Xd, label

ADRP Xd, label

B label

BL label

B.cond label

CBZ/CBNZ Rt, label
TBZ/TBNZ Rt, #imm, label
LDR Rt, 1label

2024-12-04 17:00:24.004 17504-17504 jiqiu2021
com.example.inlinehookstudy I Processing
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instruction[0]: 0xd100c3ff at old_addr: 0x70441c9f64, new_addr:
0x71088f815c

2024-12-04 17:00:24.004 17504-17504 jiqiu2021
com.example.inlinehookstudy I Processing
instruction[1]: 0xa9027bfd at old_addr: 0x70441c9f68, new_addr:
0x7108818160

2024-12-04 17:00:24.004 17504-17504 jiqiu2021
com.example.inlinehookstudy I Processing
instruction[2]: 0x910083fd at old_addr: 0x70441c9fé6c, new_addr:
0x71088f8164

2024-12-04 17:00:24.004 17504-17504 jiqiu2021
com.example.inlinehookstudy I Processing
instruction[3]: 0xh81fc3al@ at old_addr: 0x70441c9f70, new_addr:
0x71088f8168

A 1F HAshadowhook EHMRBHITERE (RAESHIM LT ER)
Z1&E adrpHIEEMEB T

C++

static size_t fix_adrp(uint32_t *out_ptr, uint32_t ins,
void *old_addr, void *new_addr) {
uinté4_t pc = (uinté4_t) old_addr;

/] IRERE nE F a3 AN BDER
uint32_t rd = SH_UTIL_GET_BITS_32(ins, 4, 0); // B#i=H

788

uinté64_t immlo = SH_UTIL_GET_BITS_32(ins, 30, 29); //
1211

uinté4_t immhi = SH_UTIL_GET_BITS_32(ins, 23, 5); //
51911

uinté4_t offset = SH_UTIL_SIGN_EXTEND_64((immhi << 14u)
| (immlo << 12u), 33u);

/] TE BRI
uinté4_t addr = (pc & OXFFFFFFFFFFFFFO00) + offset;
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/] ERGFREILDRES

out_ptr[0] = 0x58000040u | rd; // LDR Xd, #8
out_ptr[1] = 0x14000003; // B #12
out_ptr[2] = addr & OXFFFFFFFF; // %3211
out_ptr[3] = addr >> 32u; // 83211

return 16; // 4%38%

}
Hpi2itadrp (8F 1) FMEBEMMT (16FTHIES

C++

out_ptr[0] = 0x58000040u | rd; // LDR Xd, #8
out_ptr[1] = 0x14000003; // B #12
out_ptr[2] = addr & OXxFFFFFFFF; // {32
out_ptr[3] = addr >> 32u; // 83241

InlineHookMEUE, REFETFEE, RAH
post_hookcallback

FRATRRENE, HNNFFRNERETRE, HIMTBREE, REHE
FAER 80 R 5 RO Bl R 4

ARMASM

/] TERIREES

ldr x17, [x16, #16] [/ DNEIR R ERthit
blr x17
[/ XEX0EZEIREET

ldr x16, _twojump_start
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add x17, x16, #48 // x17%gmEctx

/] BRIRFEFaEctx

stp x0, x1, [x17, #0]

stp x2, x3, [x17, #16]
stp x4, x5, [x17, #32]
stp x6, x7, [x17, #48]
stp x8, x9, [x17, #64]
stp x10, x11, [x17, #80]
stp x12, x13, [x17, #96]
stp x14, x15, [x17, #112]
stp x18, x19, [x17, #144]
stp x20, x21, [x17, #160]
stp x22, x23, [x17, #176]
stp x24, x25, [x17, #192]
stp x26, x27, [x17, #208]
stp x28, x29, [x17, #224]

// JAApost_callback

mov x0, x16 // HooKkInfofERZE—1TSE
1dr x16, [x16, #8] // In#Epost_callback
blr x16

ERENREE, MLESERM, HEARBLEET

TSR TIE? BB LEER, WNRIRTEpost_callbackiEX T HFalE, 1%
ZkE

ARMASM

/] mEFRBEEFER
ldr x16, _twojump_start
add x16, x16, #0x30
/] MEFRESF2E LEATEhook BB T, IXEMERRT
ldp x0, x1, [x16, #0]
ldp x2, x3, [x17, #16]
1dp x4, x5, [x16, #32]
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1dp x6, x7, [x16, #48]
1dp x8, x9, [x16, #64]
ldp x10, x11, [x16, #80]
ldp x12, x13, [x16, #96]
ldp x14, x15, [x16, #112]
ldp x18, x19, [x16, #144]
ldp x20, x21, [x16, #160]
ldp x22, x23, [x16, #176]
ldp x24, x25, [x16, #192]
ldp x26, x27, [x16, #208]
ldp x28, x29, [x16, #224]
1dr x30, [x16, #240]

ret

HARXEAPRMEX0 (REHE)

FIRINTELZ TR T — T hookURIE

AR

IMBEMIERE FE T . AR HFERIZnewhookD X

I H B 2hook BEIRZEMEAR:
C++

/] =BEEf#EMRBEhook{ER
class HookManager {
private:
static std::map<void *, HookInfo *> hook_map; // keyZBEFX
it
static std::mutex hook_mutex;

public:

static void registerHook(HookInfo *info) {
if (!info) return;
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setCurrentHook(info);
std::lock_guard<std: :mutex> lock(hook_mutex);
hook_map[info->target_func] = info;

static void setCurrentHook(HookInfo *info) {
current_executing_hook = info;

static HookInfo *getCurrentHook() {
return current_executing_hook;

static HookInfo *getHook(void *target_func) {
std::lock_guard<std: :mutex> lock(hook_mutex);
auto it = hook_map.find(target_func);
return (it !'= hook_map.end()) ? it->second : nullptr;

static void removeHook(void *target_func) {
std::lock_guard<std: :mutex> lock(hook_mutex);
hook_map.erase(target_func);

}

XEBEERFR= R
registerHook EARERI L
removeHook TBERIEMERIEL

getHook IREXhookIA7ZS (EbIfE Nopenittit, BERAEELXZ#hookT)
hook E& 1, BN &SR
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C++

struct HookInfo {

void (*pre_callback) (HookInfo *pHookInfo);

BR E it ik
void (*post_callback) (HookInfo *ctx); //fi7Zhook/SEliER it

void *backup_func; //mmapdisEiFCRavthiit
void *target_func;//B#frhookfgithit
void xhook_func;//FZKEX, HEIER

void *user_data;//FZEX, HEI=EE

/] BFHLETX
RegisterContext ctx;

/] RiaHEs
uint8_t original_code[1024];//TFfE&EHREE

size_t original_code_size; //&pTZVFED

hook{E B, ELEERENEZE

—hook, XFAZ—hookinfo

C++

void * openaddr =dlsym(RTLD_DEFAULT, "open");

//fE1ZhookEiEliE

Re):NES

HookInfo *hookInfo = createHook((void *) openaddr,
my_register_callback,
post_hook_callback,
(void *) hello.c_str());

B Sift— TcreateHook—L2 = :
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C++

HookInfo *createHook(void *target_func,
void (*xpre_callback) (HookInfo *) =
nullptr,
void (*post_callback) (HookInfo *) =
nullptr,
void *user_data = nullptr) {
LOGI("Creating hook - target: %p", target_func);
if (!target_func ) return nullptr;
/] HEREESAHhook
HookInfo *existing = HookManager::getHook(target_func);
if (existing) {
LOGE("Function already hooked!");
return nullptr;

// Bli#HookInfos5#s
auto *hookInfo = new HookInfo();
if ('hookInfo) return nullptr;

/] #EtHEN
memset (hookInfo, 0, sizeof(HookInfo));
hookInfo->target_func = target_func;
hookInfo->pre_callback = pre_callback ? pre_callback :
default_register_callback;
hookInfo->post_callback = post_callback;
hookInfo->user_data = user_data;
/] B&MR\ES
if (!backup_orig_instructions(hookInfo)) {
delete hookInfo;
return nullptr;

/] DEHRAF

size_t trampoline_size = 1024;

void xtrampoline = mmap(nullptr, trampoline_size,
PROT_READ | PROT_WRITE | PROT_EXEC,
MAP_PRIVATE | MAP_ANONYMOUS, -1,
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0);

if (trampoline == MAP_FAILED) {
delete hookInfo;
return nullptr;
+
LOGI("Trampoline allocated at %p", trampoline);

hookInfo->backup_func = trampoline;

//print two_jump_start two_jump_end addr
LOGI("two jump start addr = %p",two_jump_start);
LOGI("two jump end addr = %p",two_jump_end);

size_t two_jump_size =two_jump_end-two_jump_start;

memcpy (hookInfo->backup_func, two_jump_start,
two_jump_size);

LOGI("hook info addr = %p",hookInfo);

// TEFREBRONOPHIE S A ithit

uinté4_t info_addr = (uinté4_t)hookInfo;

uinté4_t hook_addr = (uinté4_t)hookInfo->hook_func;

// tEZHookInfoitlt (BI8=FF)
memcpy (hookInfo->backup_func, &info_addr,
sizeof(info_addr));

// EZhookR it (F8F )
memcpy ((uint8_t*)hookInfo->backup_func + 8, &hook_addr,
sizeof(hook_addr));

/] BEESMIERIERER

uint32_t *orig = (uint32_t %) hookInfo->original_code;

for (size_t i = 0; i < hookInfo->original_code_size / 4;
iv+) {

LOGI("Original instruction[%zul]l: O0x%08x", i, orig[il]);

size_t fixed_size = ARMé4Fixer::fix_instructions(
(uint32_t *) hookInfo->original_code,
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hookInfo->original_code_size,
hookInfo->target_func,
(uint32_t *) ((uintptr_t)hookInfo->backup_func +
two_jump_size)
)i
void *return_addr = (uint8_t %) target_func + hookInfo-
>original_code_size;
[/ FPNBKER R EAI Bk R
if ('create_jump((uint8_t *) hookInfo->backup_func +
fixed_size+two_jump_size,
return_addr, false)) {
munmap (trampoline, trampoline_size);
delete hookInfo;
return nullptr;
}
/] EBImRELE ABEELZIhook R ERAIAHE
if (!create_jump(target_func, (uint8_t*)hookInfo-
>backup_func+16, false)) {
munmap (trampoline, trampoline_size);
delete hookInfo;
return nullptr;
}
hookInfo->backup_func=(uint8_t*)hookInfo-
>backup_func+two_jump_size;
HookManager: :registerHook (hookInfo);
LOGI("hookinfo addr %p",hookInfo);
LOGI("ctx addr %p",&hookInfo->ctx.x[0]);
return hookInfo;

hy

backup_orig_instructions(hookInfo) i%%%ﬁ)?ﬂ@’ﬂlllé&ﬁl%?ﬁ%%ﬂéu
SRR

C++

void *trampoline = mmap(nullptr, trampoline_size,
PROT_READ | PROT_WRITE | PROT_EXEC,
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MAP_PRIVATE | MAP_ANONYMOUS, -1,
0);

if (trampoline == MAP_FAILED) A
delete hookInfo;
return nullptr;

¥
LOGI("Trampoline allocated at %p", trampoline);

hookInfo->backup_func = trampoline;

FREACZ—NTIRNIRNE, REEBMIREEE . sEEHH

SEEBEE=NUMBEREE, RAMAERARITH, SIE— 1R
SlIEZE—AE, RAEmemcpyRlimmapdiRHX—RRNFE, EEAZFThook
Hhookinfo

C++

size_t two_jump_size =two_jump_end-two_jump_start; //XEiTE/[ %
N

memcpy (hookInfo->backup_func, two_jump_start, two_jump_size);
/[ XEFiEE N

LOGI("hook info addr = %p",hookInfo);

// EMBOMEBEAMLE, XEBEShookInfo->hook_func; BE%R, HIAMUE
1ZEX

uinté4_t info_addr = (uinté4_t)hookInfo;

uinté4_t hook_addr = (uinté4_t)hookInfo->hook_func;

/ /17 hookinfoithiit

memcpy (hookInfo->backup_func, &info_addr, sizeof(info_addr));
// EFEhookREithit ([F8FT)

memcpy ((uint8_t*)hookInfo->backup_func + 8, &hook_addr,
sizeof(hook_addr));

E—EANERHIECHTEERE, REEAmMmaphIAR=EE
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C++

uint32_t %orig = (uint32_t *) hookInfo->original_code;
for (size_t i1 = 0; i < hookInfo->original_code_size / 4;

i++) {

LOGI("Original instruction[%zul: 0x%08x", i, orig[i]);

size_t fixed_size = ARMé64Fixer::fix_instructions(
(uint32_t %) hookInfo->original_code,
hookInfo->original_code_size,
hookInfo->target_func,
(uint32_t *) ((uintptr_t)hookInfo->backup_func +
two_jump_size)

);

Z G A INBREI R R BRI Bk 15 <2

C++

void *return_addr = (uint8_t *) target_func + hookInfo-
>original_code_size;
/] FRHOBREIR R E ROk
if ('create_jump((uint8_t *) hookInfo->backup_func +
fixed_size+two_jump_size,
return_addr, false)) {
munmap (trampoline, trampoline_size);
delete hookInfo;
return nullptr;

mmap 7B H =B B B2
HFET Y. sIR AR dmithiik |18 £ 33 BY R BR #5035 <0 | B B[R BR B 1T A9 btk
C++

if (!'create_jump(target_func, (uint8_t*)hookInfo-
>backup_func+16, false)) {
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munmap (trampoline, trampoline_size);
delete hookInfo;
return nullptr;

}.
IECX BN ECLER, B EMRIR B A+ 16 F TR (16 T = fifi st )
C++

hookInfo->backup_func=(uint8_t*)hookInfo-
>backup_func+two_jump_size;

hookInfo->backup_funcigftigm@E 3 igSHt, FAMITEBENIES
[B] Bk el R R F L B

BT
C++

/] ERIRRER
ldr x17, [x16, #16] [/ DNER R ERthit
blr x17

{EARRZEDIr x30F Fa I MEEXE T, POl EIR R R

C++

bool inline_unhook(HookInfo *info) {
if (!info) return false;
HookManager: :removeHook (info->target_func);

/] 1ECXBIRRENAZNER
size_t page_size = sysconf(_SC_PAGESIZE);
void xpage_start = (void %) ((uintptr_t) info->target_func
& ~(page_size - 1));
if (mprotect(page_start, page_size, PROT_READ | PROT_WRITE
| PROT_EXEC) !'= 0) {
return false;
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/] BEWRERIGIES , MAECIZEkE
memcpy (info->target_func, info->original_code, info-
>original_code_size);

/] BIEBIELSERE
__builtin___clear_cache((char %) info->target_func,

(char %) info->target_func + info-
>original_code_size);

/] B HRAE

if (info->backup_func) {
munmap (info->backup_func, 256);

delete info;
return true;

BUBhookFAIREE T, IEBEIRRECESLERARENA]

BRIMEZEEERZbug, MERXFarmes, K& MERE, FHEEZIMNDX,
HELHIE (EEFHADENES, DUAFF kHserver, &frida—tEBIJIITER
KIB#H1Thook)

ﬁffﬂ%ﬁlﬁﬂ WES, HoEEs, F_RMITETERRES, RNELSEN
ENERE —RR K.

HEITODO:
1. ZEHQRIEFES
2. FRXRIEANSE, BELH
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3. fRRX16 X17H1EE5 5L

REFPIREEENEATR, EULRFIFEGIZHERTT, FHRTEEE
MR- PNHEEENIE, LR mE%,
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